GymMaster Cloud

Security & Data Protection Overview

Company: Lexicon Software

Service: GymMaster Cloud

Document Purpose: Security review documentation for prospective customers
ISO/IEC 27001 Certificate:

https://new.lexiconsoftware.com/wp-
content/uploads/2023/12/CERT_LEXICON_27001_2025 GR.pdf

1. Introduction

GymMaster Cloud is a cloud-based gym management platform developed and
supported by Lexicon Software. The system is designed to help gyms and fithess
organisations manage members, subscriptions, bookings, access control,
payments, and related operational processes.

Lexicon Software recognises the importance of information security,
confidentiality, data protection, and service availability. For this reason,
appropriate technical and organisational measures are applied to protect
customer data and support the secure operation of the GymMaster Cloud
service.

Lexicon Software operates under an ISO/IEC 27001 certified Information
Security Management System.

2. Information Security Management

Lexicon Software follows internal information security procedures for the
management, protection, and handling of customer data and business
information.

The company’s ISO/IEC 27001 certification demonstrates that an Information
Security Management System is in place, covering information security
governance, risk management, access control, operational security, and
continuous improvement processes.

The ISO/IEC 27001 certificate is available at the following link:

https://new.lexiconsoftware.com/wp-
content/uploads/2023/12/CERT_LEXICON_27001_2025 GR.pdf




3. Data Protection

GymMaster Cloud stores and processes data required for the operation of the
gym management service. This may include information such as member details,
subscription information, booking records, attendance records, and related
administrative data.

Customer data is used only for the provision, support, and operation of the
GymMaster Cloud service. Lexicon Software does not sell customer data or
share customer data with third parties for marketing purposes.

Where third-party services are used, such as payment providers, data is shared
only where necessary for the operation of the agreed service.

4. Access Control

Access to GymMaster Cloud is controlled through user authentication.

Where applicable, the system supports different user roles and permissions,
allowing access to be restricted based on the responsibilities of each user.

Administrative access to customer systems and data is limited to authorised
personnel and is used only when required for technical support, maintenance,
troubleshooting, or service operation.

5. Secure Communication

GymMaster Cloud is accessed through secure HTTPS communication. This
helps protect data transmitted between the user’s browser or application and the
GymMaster Cloud service.

The use of HTTPS reduces the risk of unauthorised interception of data during
transmission.

6. Hosting and Infrastructure Security

GymMaster Cloud is hosted in a controlled server environment. Server access is
restricted to authorised personnel.

Lexicon Software applies appropriate administrative and technical controls for the
management and maintenance of the hosting environment. These controls
include restricted access, server maintenance, security updates where
applicable, and monitoring of service operation.




7. Backups

Regular backups are maintained to support data recovery in the event of
technical failure, data loss, or operational incident.

Backup procedures are part of the operational measures used to support the
availability and continuity of the GymMaster Cloud service.

8. Payment Data

GymMaster Cloud may integrate with third-party payment providers for online
subscription renewals or payment processing.

Payment card details are not stored directly by GymMaster Cloud. Card
payments are processed through the selected payment provider, such as Viva,
Worldline, Nexi, PayPal, Stripe, or other supported providers, depending on the
customer’s configuration.

9. Support and Maintenance

Lexicon Software provides support and maintenance for GymMaster Cloud.
Support access to customer data or systems is performed only when necessary
for service support, troubleshooting, configuration, maintenance, or customer-
requested assistance.

Access is limited to authorised personnel and handled in accordance with
internal security procedures.

10. Confidentiality

Lexicon Software treats customer information as confidential. Personnel with
access to customer systems or information are expected to handle such
information responsibly and only for legitimate business and support purposes.

Customer data is not disclosed to unauthorised parties.

11. Incident Handling

In the event of a suspected or confirmed security incident affecting GymMaster
Cloud or customer data, Lexicon Software will investigate the issue and take
appropriate corrective actions.



Where required, affected customers will be informed in accordance with
applicable legal, contractual, and data protection obligations.

12. GDPR and Privacy

GymMaster Cloud is designed to support customer data processing in line with
applicable data protection principles.

The customer remains responsible for the personal data entered into the system
and for ensuring that such data is collected and processed lawfully.

Lexicon Software acts as a service provider for the operation and support of
GymMaster Cloud and applies technical and organisational measures to protect
personal data processed through the service.

13. Summary of Security Measures
GymMaster Cloud applies security measures including:

e |SO/IEC 27001 certified Information Security Management System
e Secure HTTPS access

e User authentication

e Role-based access control where applicable

e Restricted administrative access

e Server maintenance and operational controls

e Regular backups

e Protection against unauthorised access

e Confidential handling of customer data

e No sale of customer data to third parties

e Use of trusted third-party payment providers for card payments

14. Contact

For additional security documentation, clarifications, or completion of vendor
security questionnaires, please contact:

Lexicon Software
Website: https://lexiconsoftware.com
Email: info@lexiconsoftware.gr



